1. Introduction {#sec1-sensors-16-01430}
===============

The use of advanced power processing circuit technologies has increased continuously for numerous applications such as wireless sensor networks \[[@B1-sensors-16-01430],[@B2-sensors-16-01430]\], IoT devices \[[@B3-sensors-16-01430],[@B4-sensors-16-01430]\], and home appliances \[[@B5-sensors-16-01430]\]. To realize a genuine Web of Things (WoT) environment, a reliable power circuit for various connected devices is required \[[@B6-sensors-16-01430]\]. As shown in [Figure 1](#sensors-16-01430-f001){ref-type="fig"}, the power circuits inside such devices perform energy harvesting and power processing so that the devices are operational and connected to the WoT. The processors and transmitters of such WoT devices can successfully function using the energy that is harvested and processed by the power circuits. Since power circuits and different types of power sources are commonly used in the WoT devices \[[@B7-sensors-16-01430],[@B8-sensors-16-01430]\], their design engineers should not overlook the effect of power circuits (e.g., energy harvesting interfaces) on system performance factors such as reliability \[[@B9-sensors-16-01430]\], cost \[[@B10-sensors-16-01430]\], and efficiency \[[@B11-sensors-16-01430]\]. Examples of power sources for WoT applications that are considered in this paper include batteries \[[@B2-sensors-16-01430]\] and solar cells \[[@B1-sensors-16-01430],[@B7-sensors-16-01430]\]. To enable the effective and efficient operation of different power sources, the system designers should consider the reliable circuit control strategies and power management algorithms for power circuits used in WoT devices.

[Figure 2](#sensors-16-01430-f002){ref-type="fig"} shows a block diagram of a typical power circuit configuration for a WoT-connected device. While the actual power conversion in the power circuit is performed by the power stage, controllers are generally used to control the major variables of interest, such as voltage and current. Since sensors are typically used for feedback in control systems, satisfactory operation of the controller would not be possible when the feedback information is unavailable, which may result from the failure of sensors. As shown in [Figure 2](#sensors-16-01430-f002){ref-type="fig"}, an interface circuit exists between the sensor output and the control input. Hence, the characteristics of the actual feedback signal are expected to be determined not only by the sensors, but also by their interface circuits. In other words, the failure rate of sensors can affect the reliability of power conversion circuits \[[@B12-sensors-16-01430]\]. In the same manner, the dynamics of the sensors with their interface circuits can affect the control performance \[[@B13-sensors-16-01430]\]. As a power circuit control method generally requires the installation of sensors, this paper reports the effects of sensors and their interface circuits on the performance of power circuits. In particular, this study focuses on how the reliability and control performance are affected by the sensor failure rates and dynamics.

The analysis process, observation, and verification results of this study address hardware and system design challenges involving the connection of various WoT devices. Specifically, the contributions of this study can be summarized as follows:

First, this research provides a comprehensive analysis result on the reliability and control performance of WoT devices by considering the effects of sensors and their interface circuits. Although the sensor reliability has been considered explicitly in several case studies \[[@B12-sensors-16-01430],[@B14-sensors-16-01430]\], the use of sensor reliability data was limited to only investigating the detailed failure modes and failure criticality. Compared to previous research, this study does not only focus on the reliability of the sensor, but also examines how alternative sensing mechanisms other than the direct feedback from sensors can improve the system reliability. For example, the use of current information reconstruction or estimation schemes that can increase the fault tolerance against current sensor faults is considered as a method to increase the system reliability. While research works on the reconstruction or estimation of voltage/current feedback have been performed \[[@B15-sensors-16-01430],[@B16-sensors-16-01430],[@B17-sensors-16-01430],[@B18-sensors-16-01430],[@B19-sensors-16-01430]\], this paper provides the quantitative analysis results on the level of system reliability improvement that can be achieved.

Second, this paper considers the practical hardware design aspects of power circuits in sensor interfaces that have not been explored thoroughly in the past. In particular, this study is motivated by the following observations: (1) measurement sensors used in the power circuits can also fail or wear out \[[@B12-sensors-16-01430]\]; and (2) interface circuits are generally used with sensors to address issues related to electromagnetic interference (EMI), analog-to-digital conversion (ADC), and switching mode power regulation \[[@B2-sensors-16-01430]\]. Through both theoretic analysis and circuit oriented verification, this paper demonstrates that such practical constraints can affect the reliability and regulation performance of power circuits that are commonly used for energy harvesting in WoT devices.

Third, a system designer can easily apply the analysis approach of this paper to study the effects of different circuit configurations and feedback schemes that are used in power circuits for different types of embedded devices. When multiple approaches are used to acquire feedback of the same variable, the reliability analysis framework considered in this paper can be applied easily to reliability calculation models of such approaches. As the considered reliability analysis method provides quantitative results, the system designer can perform a more comprehensive and practical trade-off study among the various design alternatives during the system planning stage. These results can also be used as a metric to perform design optimization to meet various objectives (e.g., cost, reliability, and complexity). For example, energy harvesting interfaces of sensors can be optimized so that the design approach with the highest reliability level can be selected among various design candidates. While research works on designing sustainable energy harvesting approaches for sensors have received continuous interest \[[@B1-sensors-16-01430],[@B7-sensors-16-01430],[@B8-sensors-16-01430],[@B20-sensors-16-01430]\], most previous research works have focused only on the development of circuit and power control approaches; and there seem to be limited studies on performing a system level analysis considering the effect of power circuits on the reliability characteristics.

The remainder of this manuscript is organized as follows: the following section reviews the related prior research works. [Section 3](#sec3-sensors-16-01430){ref-type="sec"} discusses the effects of sensors on the system reliability and introduces the reliability analysis approach. The reliability analysis result is also provided. [Section 4](#sec4-sensors-16-01430){ref-type="sec"} shows how the dynamics of the sensor interface circuit affect the system control performance. The verification results of both simulation and experiments are provided in [Section 5](#sec5-sensors-16-01430){ref-type="sec"}. Finally, [Section 6](#sec6-sensors-16-01430){ref-type="sec"} concludes the paper by summarizing the findings and introducing directions for future work.

2. Review of Related Works {#sec2-sensors-16-01430}
==========================

The design of power circuits in the WoT is critical to enabling sustainable operation of devices that are powered by batteries \[[@B2-sensors-16-01430]\] and PV cells \[[@B1-sensors-16-01430],[@B7-sensors-16-01430]\]. Therefore, reliability of the power circuits should be high enough to maximize the operational period and life cycles of WoT devices. Recently, research works on a quantitative reliability analysis and the fault tolerant operation of power circuits have been performed actively to establish a systematic approach for a reliable system design. For example, the effects of different switching device configurations (i.e., discrete power switches and integrated power modules) on the system reliability were studied \[[@B21-sensors-16-01430]\]. Comparison results in \[[@B21-sensors-16-01430]\] showed that the overall reliability performance can differ depending on how power switches are configured even in the same circuit topology. A design approach for power circuits in aerospace applications, which requires a high level of reliability, was explored \[[@B9-sensors-16-01430]\]. In particular, the effects of different capacitor types, pulse-width-modulation (PWM) strategies, switching frequencies, and power switch configurations on the system reliability were studied based on the reliability prediction results. The effects of different circuit topologies on the reliability of PV system interfaces were also studied \[[@B22-sensors-16-01430]\]. Studies on reliability calculation frameworks have been proposed for actuation systems and renewable power systems \[[@B12-sensors-16-01430],[@B23-sensors-16-01430],[@B24-sensors-16-01430]\]. To design a system with improved reliability, a control approach for power circuits with hardware redundancy was also introduced \[[@B25-sensors-16-01430]\]. Previous studies \[[@B14-sensors-16-01430],[@B25-sensors-16-01430],[@B26-sensors-16-01430]\] not only provided reliability analysis results on the case studies of control approaches that have a redundancy, but also discussed how practical fault scenarios can be handled by the proposed control approach. Although reliability studies on power circuits have been investigated in previous studies, the majority of these studies have focused only on power stage components, such as the power devices and reactive components. In other words, the effects of sensors on the system reliability have not been fully examined in power circuits used in WoT devices. In order to address such gap in the literature, this paper performed a reliability analysis of power circuits with a focus on the effects of sensors and alternative sensing approaches.

Studies on the approaches that can minimize the use of sensors have also been performed with motivations to realize cost effective power management solutions and highly integrated power circuits in a compact size. For example, a current estimation approach that uses an Extended Kalman Filter (EKF) has been used in a boost converter \[[@B15-sensors-16-01430]\]. Approaches that use either inductor voltage \[[@B16-sensors-16-01430],[@B17-sensors-16-01430]\] or inductor voltage-second \[[@B18-sensors-16-01430]\] information to estimate the inductor current have been explored to sense the inductor current without sensors. Using the approach of \[[@B19-sensors-16-01430]\], it is possible to know the current information of each individual stage in an interleaved dc converter by installing only a single sensor at the common dc link instead of installing sensors at each stage. These approaches can contribute to decreasing the overall cost and size of the power circuit by reducing the number of sensors required. From a reliability perspective, such reconstruction or estimation techniques can be considered for designing power circuit interfaces with fault tolerant capability \[[@B27-sensors-16-01430]\]. Not only does the power processing circuit become less constrained to the status of the sensor, but these estimation techniques can also be used as a back-up sensing mechanism that can be activated as soon as a fault in the sensor is detected. Although the approaches of previous studies can be applied to design a power processing circuit that is tolerant to sensor faults, a quantitative analysis of reliability improvement should also be required for optimized approaches that can satisfy both the cost and reliability requirements.

Previous studies have also shown that the control performance can be affected by the interface circuits that are commonly used with sensors. For example, \[[@B13-sensors-16-01430]\] demonstrated through a series of experiments that subharmonic stability problems can arise in buck converters depending on the parameters of the interface circuit. The effects of the current sensor or its interface circuit on the stability performance of current mode controlled power converters have also been reported \[[@B28-sensors-16-01430]\].

3. Reliability of Sensors and Systems {#sec3-sensors-16-01430}
=====================================

This section introduces the power circuit configuration, control approach and reliability model that are considered in the following discussion of this paper.

3.1. Control and Reliability of Power Circuits {#sec3dot1-sensors-16-01430}
----------------------------------------------

This paper considers two representative power processing circuit configurations. [Figure 3](#sensors-16-01430-f003){ref-type="fig"} shows the configuration and control approach of a dc-dc buck converter. Thanks to its ability to step down the output voltage, a buck converter is commonly used for energy harvesting in low power applications, such as wireless sensor networks \[[@B29-sensors-16-01430]\] and small portable devices \[[@B30-sensors-16-01430]\]. The buck converter can be modeled as follows \[[@B31-sensors-16-01430]\]: $$L\frac{di_{L}}{dt} = q(t)E - v_{o}$$ $$C\frac{dv_{o}}{dt} = i_{L} - \frac{v_{o}}{R}$$ where $i_{L}$ is the inductor current, $E$ is the input (source) voltage, $v_{o}$ is the capacitor (load) voltage, *L* is the inductance, *C* is the capacitance, *R* is the load resistance, and *q*(*t*) is the switching function of the power switch *Q*. The switching function *q*(*t*) is defined as: $$q(t) = \left\{ \begin{array}{l}
{1,\ {when}\ Q\ {is}\ {on}} \\
{0,\ {when}\ Q\ {is}\ {off}} \\
\end{array} \right.$$

A current-fed push-pull interface can be considered when a boost operation through isolation at higher power levels is required for safety. [Figure 4](#sensors-16-01430-f004){ref-type="fig"} shows the circuit configuration of this boost power processing unit, and the circuit can be modeled as \[[@B32-sensors-16-01430]\]: $$L_{i}\frac{di_{i}}{dt} = v_{i} - v_{p}$$ $$C_{o}\frac{dv_{o}}{dt} = \left| i_{s} \right| - i_{o}$$ $$\frac{d\phi}{dt} = \frac{v_{s}}{N_{s}} = \frac{v_{p1}}{N_{p}} = - \frac{v_{p2}}{N_{p}}$$ $$v_{p} = \left\lbrack {1 - q_{1}\left( t \right)\cdot q_{2}\left( t \right)} \right\rbrack\cdot\frac{N_{p}}{N_{s}}\cdot v_{o}$$ $$\phi = \frac{L_{p}}{N_{p}}\left( {i_{Q1} - i_{Q2}} \right) - \frac{L_{s}}{N_{s}}i_{s}$$ $$v_{s} = \left\lbrack {q_{1}\left( t \right) - q_{2}\left( t \right)} \right\rbrack\cdot v_{o}$$ where *i~i~* is the current of inductor *L~i~*; *v~i~* is the input voltage; *v~p~* is the primary voltage; *v~o~* is the capacitor (output) voltage; *C~o~* is the output capacitance; *i~s~* is the secondary current of the transformer; *i~o~* is the output current; $\phi$ is the transformer magnetization flux; *v~s~* is the transformer secondary voltage; *N~s~* is the number of turns in the transformer secondary side; *N~p~* is the number of turns in the transformer primary side; and *q~i~*(*t*) is the switching function of the power switch *Q~i~* (*i* = 1, 2). The switching function *q~i~*(*t*) is defined in the same manner as Equation (3).

To regulate the output voltage, *v~o~*, a cascaded control approach \[[@B33-sensors-16-01430]\] (i.e., [Figure 3](#sensors-16-01430-f003){ref-type="fig"}b) was considered. As shown in [Figure 3](#sensors-16-01430-f003){ref-type="fig"}b, the outer voltage controller generates the reference command for the inner current controller, and the current controller generates the control command for the power switch, *Q*. To regulate the load voltage, the voltage controller requires the feedback of the load voltage value, and the current controller uses the feedback of the inductor current through sensors \[[@B34-sensors-16-01430],[@B35-sensors-16-01430],[@B36-sensors-16-01430]\]. Therefore, failure to provide the feedback of accurate information on the inductor current to the current controller might cause an unsatisfactory performance or failure in the voltage regulation of the power circuit. This paper uses the inductor current for voltage regulation purposes, whereas the current information has been used in other applications of power circuits for various objectives. A representative example of energy harvesting purposes is the maximum power point tracking (MPPT) method of PV modules \[[@B7-sensors-16-01430]\].

While the control performance is determined by the controller configuration, controller gains, and the circuit parameter values, the reliability performance is determined by the failure rate of the interface hardware. In this paper, it is assumed that the reliability of each hardware component can be modeled to have an exponential distribution with a constant failure rate ($\mathsf{\lambda}$), as in previous studies \[[@B9-sensors-16-01430],[@B10-sensors-16-01430],[@B12-sensors-16-01430],[@B25-sensors-16-01430]\]. That is, the reliability function of a component (i.e., *R*(*t*)) is expressed as \[[@B9-sensors-16-01430],[@B10-sensors-16-01430],[@B22-sensors-16-01430]\]: $$R\left( t \right) = e^{- \lambda t}$$ where $\mathsf{\lambda}$ is the failure rate (failures/hours), and *t* is time (hours).

3.2. Reliability Analysis Considering Sensors {#sec3dot2-sensors-16-01430}
---------------------------------------------

Although each hardware device of the power circuit (e.g., capacitor, inductor, and power switch) can fail during the system operation, this study simplifies the reliability analysis by assuming that only the current sensors are subject to failures. Reliability studies that consider the failures of other components can be found in other studies \[[@B22-sensors-16-01430],[@B24-sensors-16-01430]\]. By assuming that only the inductor current sensor can fail, the probability that the power circuit is operational (i.e., *R~PC~*(*t*)) can be calculated by using the failure rate data of the current sensor as follows: $$R_{PC}\left( t \right) = R_{CS}\left( t \right) = e^{- \lambda_{CS}t}$$ where *R~CS~*(*t*) is the reliability function of the current sensor, and *λ~CS~* is the failure rate of the current sensor. Examples of current sensor failure rate values can be found in previous reliability analyses \[[@B14-sensors-16-01430],[@B25-sensors-16-01430]\] or in datasheets provided by the manufacturers \[[@B37-sensors-16-01430]\].

While the reliability can be calculated using Equation (11) based on the assumption that the inductor current sensor is the only method for sensing the inductor current value, the inductor current can still be known without requiring explicit feedback information of the sensor output. For example, the inductor current can be estimated using the inductor voltage value as follows \[[@B16-sensors-16-01430],[@B17-sensors-16-01430]\]: $$i_{L} = \frac{1}{L}\int v_{L}dt = \frac{1}{L}\int\left( {q\left( t \right)E - v_{o}} \right)dt$$ where *v~L~* is the inductor voltage. This estimation approach is possible based on the voltage-current relationship of the inductors. When the inductor current feedback is performed based on an alternative method instead of using the current sensor, the failure rate to be considered in Equation (11) should be modified to represent the actual sensing configuration. For example, the failure rate in Equation (11) should represent the properties of the voltage sensor instead of the current sensor if the inductor voltage based estimation approach (i.e., Equation (12)) is used. A different approach for estimating the inductor current is by reconstructing the inductor current value through other current information of the interface. In particular, the capacitor current and load current can be used for such purposes. Furthermore, such alternative sensing approaches can be used as a backup mechanism with an objective to achieving fault tolerant capability against the faults of the inductor current sensor. The system can be designed such that the controller receives feedback from the inductor current sensor as primary, and the source of the inductor current value feedback can be switched from the current sensor to an alternative approach (e.g., Equation (12)) when a fault in the inductor current sensor is detected.

When such alternative approaches are available, a more comprehensive analysis can be performed to quantify the level of reliability improvement. [Table 1](#sensors-16-01430-t001){ref-type="table"} lists the possible operation conditions of the three current sensors in the buck converter.

Cases 1 to 4 represent the operation scenarios that the inductor current information is available through the inductor current sensor itself. Since the explicit feedback information of an inductor current value from the sensor is available, the system is regarded as being operational regardless of the operation status of the capacitor current sensor and the load current sensor. In other words, the system is operational as long as the inductor current sensor is healthy. Hence, the probability (or the system reliability function, *R~PC1~*) that the system is operational can be expressed as \[[@B10-sensors-16-01430]\]: $$R_{PC1} = p_{IL} = e^{- \lambda_{CS}t}$$ where *p~IL~* is the probability that the inductor current sensor is healthy.

When the inductor current sensor is not operational, as in the other cases (i.e., Cases 5 to 8), voltage regulation can still be performed using alternative approaches for current feedback information. A detailed explanation of these cases is as follows.

In the case that the capacitor current sensor and the load current sensor are operational (i.e., Case 5), the instantaneous inductor current value can be reconstructed from the output of the capacitor current sensor and the output of the load current sensor as follows: $$i_{L\_ rec} = i_{C} + i_{O}$$ where *i~L_rec~* is the reconstructed inductor current, *i~C~* is the measured capacitor current, and *i~O~* is the measured load current. Applying Kirchhoff's current law at node A of [Figure 3](#sensors-16-01430-f003){ref-type="fig"}a enables such a current reconstruction approach. Therefore, by installing a capacitor current sensor, a load current sensor, and a mechanism (e.g., algorithm) that can provide the result of Equation (14) to the current controller, the reliability of the system (i.e., *R~PC2~*) can be increased from Equations (13) to (15) as follows: $$R_{PC2} = R_{PC1} + \Delta R_{1} = R_{PC1} + q_{IL}\cdot p_{IC}\cdot p_{IO}$$ where *q~IL~* is the probability that the inductor current sensor fails (*q~IL~* = 1 − *p~IL~*), *p~IC~* is the probability that the capacitor current sensor is operational, and *p~IO~* is the probability that the load current sensor is operational. An increase in reliability, $\Delta R_{1}$, is achieved at the expense of installing additional current sensors (i.e., capacitor current sensor and load current sensor) and implementing the reconstruction approach, as expressed in Equation (14). Depending on the level of reliability required, some system design cases will require such a backup scheme at the cost of installing additional sensors.

Although only the capacitor current sensor is available as shown in Case 7, it is still possible to estimate the load current under the assumption that the load resistance is known. As the output voltage sensor would have already been installed to perform voltage regulation in the buck converter, the load current estimation can be performed using the sensed output voltage without installing extra sensors. The inductor current value can be estimated using the capacitor current and the output voltage value as follows: $$i_{L\_ est} = i_{C} + i_{O\_ est} = i_{C} + \frac{v_{O}}{R}$$ where *i~O_est~* is the estimated load current. Accordingly, the reliability of the system (i.e., *R~PC3~*) can be increased further from Equations (15) to (17) as $$R_{PC3} = R_{PC2} + \Delta R_{2} = R_{PC2} + q_{IL}\cdot p_{IC}\cdot q_{IO}\cdot p_{VO}$$ where *q~IO~* is the probability that the load current sensor fails (*q~IO~* = 1 − *p~IO~*), and *p~VO~* is the reliability function of the output voltage sensor. The primary objective of this study is not to develop fault tolerant control or sensing approaches for power circuits but to introduce and perform a quantitative reliability analysis considering the effects of sensors and various alternative feedback approaches. Based on this objective, this paper considered rather straightforward sensing approaches for the reliability analysis.

[Figure 5](#sensors-16-01430-f005){ref-type="fig"} shows the reliability computation results from Equations (13), (15) and (17) using the sensor failure data \[[@B14-sensors-16-01430]\]: $\mathsf{\lambda}$ = 2 failures/10^6^ hours. The reliability value shows a remarkable increase with increasing number of cases that make the system operational by applying additional mechanisms for current sensing. In other words, the system reliability increases with increasing number of alternative approaches for acquiring the current value. For example, the reliability values at *t* = 10,000 h for Equations (13), (15) and (17) are 0.9802, 0.9992 and 0.9996, respectively. The reliability analysis result of this study, such as the plot shown in [Figure 5](#sensors-16-01430-f005){ref-type="fig"}, can be used to characterize the reliability of power circuits in various WoT devices. In addition, the analysis result can also provide estimation on system availability of networks that consist of such WoT devices. Using the quantitative reliability data (i.e., [Figure 5](#sensors-16-01430-f005){ref-type="fig"}) from the proposed reliability analysis process, a power circuit designer can also choose proper sensors or alternative sensing approaches for a reliable power circuit in a more systematic and comprehensive way. As reliability performance can be considered during the design process, reliability issues of power circuits for energy harvesting and power processing in WoT devices can be addressed by applying the analysis approach of this study.

3.3. Further Considerations {#sec3dot3-sensors-16-01430}
---------------------------

As shown in [Figure 5](#sensors-16-01430-f005){ref-type="fig"}, the system reliability can be improved by considering alternative approaches that perform identical tasks (e.g., control and sensing). In the case of buck converter control, voltage regulation can also be performed using the cascaded control configuration that relies on the feedback of the capacitor current instead of the inductor current \[[@B38-sensors-16-01430]\]. The capacitor current control approach can be activated when a fault in the original controller or in the inductor current sensor is detected so that the regulation performance is not interrupted by the resulting fault. With such back-up capability, Case 7 in [Table 1](#sensors-16-01430-t001){ref-type="table"} can also be included as an operational case without requiring a load current estimation and can contribute to improving the system reliability. In a similar manner, the effects of alternative approaches for estimating the current on the system reliability can be studied further. Instead of relatively simple approaches that were considered in the previous analysis, it is possible to include the effects of different types of advanced current reconstructions or estimation approaches that can be used when the inductor current sensor fails \[[@B39-sensors-16-01430],[@B40-sensors-16-01430]\]. An estimation of the capacitor current can be considered, and even all current values can be estimated when the direct feedback from all current sensors is unavailable, as in Case 8. As the system is equipped with some level of fault tolerant capability by introducing redundancy in the control or sensing function, it is possible to expect some improvement in reliability similar to previous studies \[[@B14-sensors-16-01430],[@B25-sensors-16-01430],[@B26-sensors-16-01430]\]. On the other hand, a reliability analysis that includes other alternative approaches was not performed in this paper because the development of alternatives is not in the scope of this paper. In addition, the actual applicability of these alternative approaches is decided not only by the reliability requirements, but also by the constraints of other factors, such as cost, complexity, and volume.

4. Dynamics of the Sensor Interface Circuit and System {#sec4-sensors-16-01430}
======================================================

While [Section 3](#sec3-sensors-16-01430){ref-type="sec"} discussed how sensors and alternative sensing approaches can affect the reliability performance of the power circuits in WoT devices, this section discusses how sensors and their interface circuits could affect the control performance of power circuits. Analogous to the relationship between sensor failure rate and system reliability, the dynamic characteristics of the sensor itself and its interface circuit can also affect the control performance of power circuits. To illustrate such an effect, this paper considers the control block diagram of a buck converter whose output voltage is regulated through feedback control as shown in [Figure 6](#sensors-16-01430-f006){ref-type="fig"} \[[@B31-sensors-16-01430]\]. Since the actual feedback signal that is fed to the voltage controller is not the immediate sensor output but the signal that is processed by the sensor interface circuit, the signal characteristics of the voltage controller output (i.e., control command) would be affected by the properties of the interface circuit. Such interface circuits are commonly used to mitigate the effects of switching noises and to prevent aliasing \[[@B31-sensors-16-01430],[@B41-sensors-16-01430],[@B42-sensors-16-01430]\].

To study the effects of interface circuits on the control performance, this paper examines the frequency response of the control loop gain \[[@B43-sensors-16-01430]\] shown in [Figure 6](#sensors-16-01430-f006){ref-type="fig"}. In particular, this study is interested in exploring how the dynamics of the interface circuit affect the regulation performance when external disturbances in the load or the source are introduced. The loop gain of the control diagram shown in [Figure 6](#sensors-16-01430-f006){ref-type="fig"} can be expressed as \[[@B43-sensors-16-01430]\]: $$L_{c}\left( s \right) = G_{C}\left( s \right)\cdot G_{vd}\left( s \right)\cdot G_{IC}\left( s \right)$$ where *G~c~*(*s*) is the transfer function of the voltage controller, *G~vd~*(*s*) is the control input-to-output voltage transfer function of the buck converter, and *G~IC~*(*s*) is the transfer function of the sensor interface circuit. In feedback control systems, the loop gain has been used extensively for design and characterization purposes of their systems because the reference-to-output transfer function of the converter voltage in [Figure 6](#sensors-16-01430-f006){ref-type="fig"} can be expressed as \[[@B43-sensors-16-01430]\]: $$\frac{v\left( s \right)}{v^{*}\left( s \right)} = \frac{G_{C}\left( s \right)G_{vd}\left( s \right)}{1 + G_{C}\left( s \right)G_{vd}\left( s \right)G_{IC}\left( s \right)} = \frac{G_{C}\left( s \right)G_{vd}\left( s \right)}{1 + L_{c}\left( s \right)}$$

Assuming that the voltage controller is a PI controller and the dynamics of the interface circuit are approximated as the first order low pass filter as: $$G_{IC}\left( s \right) = \frac{1}{\tau s + 1}$$ where $\tau$ is the time constant of the interface circuit, the bode plot of the loop gain (i.e., Equation (18)) can be analyzed as shown in [Figure 7](#sensors-16-01430-f007){ref-type="fig"} using the system parameter values listed in [Table 2](#sensors-16-01430-t002){ref-type="table"}.

[Figure 7](#sensors-16-01430-f007){ref-type="fig"} shows the effects of different time constants on the frequency response of the loop gain. [Table 3](#sensors-16-01430-t003){ref-type="table"} lists the values of the considered time constants. Although both the magnitude and the phase of the loop gain are affected by the change in the dynamics of the interface circuit (i.e., time constant), this paper focuses on the phase margin (PM) variation. In particular, the PM decreases with increasing time constant of the interface circuit. Considering that the performance of controlled systems is affected by the PM \[[@B42-sensors-16-01430],[@B43-sensors-16-01430]\], it can be concluded that the control performance will be affected by the dynamics of the interface circuit. Such a decrease in the PM value will result in a greater oscillatory system response to disturbances. It is worth noting that a similar observation can be made for digital filters.

Although the dynamics of the interface circuit can be considered during the controller (e.g., control law and controller gains) design process, the characteristics of the interface circuits can be changed during the overall life cycle. For example, the capacitance or inductance values of the passive components in analog circuits can be affected by the operation conditions (e.g., temperature, humidity) or the aging of materials, and component tolerances \[[@B34-sensors-16-01430],[@B35-sensors-16-01430]\]. When multiple sensing approaches are implemented, it is necessary to perform studies for all of the feedback options to ensure that the performance, particularly stability, is unaffected by the sensing mechanism. For digital controllers, in addition to the dynamics of the sensor interface circuit, the effects of analog-to-digital conversion (ADC), sampling, and computation can also be non-negligible \[[@B42-sensors-16-01430],[@B44-sensors-16-01430]\]. The delay time caused by such digital tasks is dependent on the sampling frequency, complexity of the sensing approach, and the time required for fault detection or controller reconfiguration.

5. Results Analysis {#sec5-sensors-16-01430}
===================

To demonstrate that the faults in the current sensor can be a direct reason for the failures of power circuits, a fault scenario was simulated for the buck converter using the parameters listed in [Table 4](#sensors-16-01430-t004){ref-type="table"} \[[@B33-sensors-16-01430]\]. [Figure 8](#sensors-16-01430-f008){ref-type="fig"} presents the effects of this sensor fault scenario on the control performance. The load voltage was regulated to 10 V using a cascaded control configuration as shown in [Figure 3](#sensors-16-01430-f003){ref-type="fig"}b. Initially, the buck converter shows an acceptable regulation performance owing to the controller, as shown in [Figure 8](#sensors-16-01430-f008){ref-type="fig"}. At *t* = 0.15 s, an inductor current sensor fault was introduced to the system by disconnecting the inductor current feedback loop as depicted in [Figure 8](#sensors-16-01430-f008){ref-type="fig"}.

A discrepancy between the actual inductor current value and the feedback current value exists in the simulation waveform between *t* = 0.15 s and *t* = 0.4 s because of the sensor fault. As soon as the fault is introduced to the current sensor, the load voltage becomes uncontrollable and the voltage fails to be regulated to the reference value, 10 V. Once the sensor fault is removed at *t* = 0.4 s and the current feedback is resumed, it can be seen that the load voltage is regulated to the reference value and the controllability is recovered. This result shows that a fault in the sensor can result in a failure of the power processing circuit interface. The cascaded control configuration (e.g., [Figure 3](#sensors-16-01430-f003){ref-type="fig"}b), which requires the feedback of both the voltage and current values, has been reported to improve control performance \[[@B31-sensors-16-01430],[@B33-sensors-16-01430]\]. However, the results of [Figure 8](#sensors-16-01430-f008){ref-type="fig"} show that the additional inner current control loop could cause system failure when a fault in the current sensor occurs. Such reliability characteristic is based on the fact that the cascaded control configuration generally requires feedback sensors for two control loops (i.e., the inner control loop and the outer control loop) to be available. In realistic settings, the protection logic of the converter would have been activated because of the excessive current level. Such activation would cause an interruption to the operation of the power circuit. Hence, sensor reliability performance should also be reviewed to ensure that the system reliability is not affected by the sensor failure rates. When a WoT device is required to have a relatively high reliability level, the alternative feedback approaches that were discussed in [Section 3](#sec3-sensors-16-01430){ref-type="sec"} can be used to achieve reliable power circuit operation that is more tolerant against current sensor faults. Among the various available approaches that could be considered as an alternative for acquiring feedback information, the reliability analysis results of [Figure 5](#sensors-16-01430-f005){ref-type="fig"} can be used to select the most suitable approach from a system reliability perspective.

In order to support the analysis of [Section 4](#sec4-sensors-16-01430){ref-type="sec"}, a simulation was performed to examine the effects of sensor interface circuit dynamics on the performance of a power circuit. The parameters listed in [Table 2](#sensors-16-01430-t002){ref-type="table"} and [Table 3](#sensors-16-01430-t003){ref-type="table"} were used for the simulation. [Figure 9](#sensors-16-01430-f009){ref-type="fig"} shows the load regulation performance. The voltage reference was set to 3.3 V. As shown in [Figure 9](#sensors-16-01430-f009){ref-type="fig"}, the load voltage experiences a short transient period that is cleared within 0.5 ms. The response of Case 3 shows a larger overshoot value compared to that of Case 1. The overshoot of Case 3 (0.3/3.3 = 9.09%) is approximately three times larger than Case 1 (0.1/3.3 = 3.03%). Such an increase in the overshoot value can be explained by the decrease in the PM value, as discussed in the previous section.

An additional simulation was performed to demonstrate the effects of interface circuits on the regulation performance of power circuits during the transient period, as shown in [Figure 10](#sensors-16-01430-f010){ref-type="fig"}. The low pass filter cut-off frequency was set to 20 kHz, which is five times slower than in Case 3, as shown in [Figure 9](#sensors-16-01430-f009){ref-type="fig"}. Compared to the waveforms of [Figure 9](#sensors-16-01430-f009){ref-type="fig"}, it can be seen that the transient response shown in [Figure 10](#sensors-16-01430-f010){ref-type="fig"} is more oscillatory and requires more time for the transient responses to be cleared in this case. Such a simulation result shows that the interface circuit should not be ignored during the controller design process.

An experiment was also performed to demonstrate that the dynamics of the interface circuits affect the control performance of power circuits. [Figure 11](#sensors-16-01430-f011){ref-type="fig"} shows the configuration of the experiment setup.

The step-up operation (i.e., boost mode) of the current-fed push-pull converter was performed. [Figure 12](#sensors-16-01430-f012){ref-type="fig"} shows that the output voltage waveforms using two different digital low pass filters.

In the experiment, two different filter time constants (i.e., 50 ms and 0.1 ms) were considered, and the input voltage of the experimented power supply interface was 14 V. Throughout the experiment, the output voltage was commanded to be regulated to 48 V. While the voltage showed a satisfactory performance until the load changed, the output voltage showed a transient response period as soon as the load power was changed from 50 W to 150 W. A comparison of [Figure 12](#sensors-16-01430-f012){ref-type="fig"}a,b shows that the dynamics of the interface circuits can affect the transient response characteristics of the power circuits.

6. Conclusions {#sec6-sensors-16-01430}
==============

This study examined how the reliability and transient response characteristics of power circuits used in the WoT devices are affected by sensors and interface circuits. As sensors play an essential role in a power circuit control unit, it is necessary to study their potential effects on the overall system reliability and control performance. A quantitative reliability analysis was performed to provide detailed information of the feedback mechanism used in power circuits. The sensor failure rate data were used to characterize how the sensor hardware itself could affect the power circuit reliability. In addition, this paper studied how the system reliability is affected by introducing different types of sensing mechanisms to acquire feedback information such as reconstruction or estimation approaches. The reliability analysis result showed that the overall system reliability depends not only on the failure rate of the sensor, but also on how the system is designed to operate with sensor faults. In particular, it was shown that a higher level of system reliability can be achieved at the cost of installing additional sensors. Furthermore, the analysis result can characterize the reliability performance in a quantitative manner so that further optimization can be conducted during the power circuit design stage to satisfy multiple objectives using a systematic approach. The verification results demonstrated the importance of the sensor being operational by showing the case of power circuits losing regulation capability. In addition, the effects of sensor interface circuits on the stability characteristics were explored by studying the dynamic frequency response of the control loop gain. The analysis results in this paper showed that the control loop phase margin is affected by the dynamics of the sensor interface circuits. The effects of sensor faults and its interface circuit dynamics on the system performance were also verified by both simulations and experiments.

As the proposed analysis approach can be easily applied to other types of power circuits in WoT devices, the analysis approach on reliability and dynamic properties of the sensors, their interface circuits, and alternative sensing approaches is under investigation for future work. Examples of such work include the comprehensive reliability analysis of power circuits for various WoT devices used at different operation conditions (e.g., environment, and operation periods), the development of design standards on sensor integration of power circuits used in WoT devices, and the effects of different reliability models on the estimation accuracy of reliability performance. Exemplar case studies on reliability of actual WoT devices are also works of interest to be performed.
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![(**a**) Configuration of the experiment setup; (**b**) prototype of a power circuit.](sensors-16-01430-g011){#sensors-16-01430-f011}

![Voltage waveforms with different filter time constants (**a**) 50 ms; (**b**) 0.1 ms.](sensors-16-01430-g012){#sensors-16-01430-f012}

sensors-16-01430-t001_Table 1

###### 

Cases of the current sensor status.

  Case Number   Inductor Current   Capacitor Current   Load Current
  ------------- ------------------ ------------------- --------------
  1             O                  O                   O
  2             O                  X                   O
  3             O                  O                   X
  4             O                  X                   X
  5             X                  O                   O
  6             X                  X                   O
  7             X                  O                   X
  8             X                  X                   X

sensors-16-01430-t002_Table 2

###### 

System parameter values used for interface circuit effects.

  System Parameter      Value
  --------------------- -----------------------------
  Inductance            25 μH
  Capacitance           22 μF
  Source Voltage        16 V
  Voltage Controller    *K~p~* = 0.2, *K~i~* = 1000
  Switching Frequency   100 kHz

sensors-16-01430-t003_Table 3

###### 

Time constant and PM of considered cases.

  Case Number   Interface Circuit Time Constant   PM
  ------------- --------------------------------- -------
  Case 1        1 μs                              63.1°
  Case 2        5 μs                              51.7°
  Case 3        10 μs                             42.7°

sensors-16-01430-t004_Table 4

###### 

System parameters used for sensor failure ([Figure 8](#sensors-16-01430-f008){ref-type="fig"}).

  System Parameter      Value
  --------------------- -------------------------------
  Inductanace           1 mH
  Capacitance           125 μF
  Source Voltage        50 V
  Voltage Controller    *K~p~* = 0.1, *K~i~* = 83.33
  Current Controller    *K~p~* = 0.666, *K~i~* = 5555
  Switching Frequency   100 kHz
